
Partner with Ingram Micro for 
all the resources you need 
to build a security practice

Need a cybersecurity service and don’t have the capability?
With the challenges, threats and market opportunities surrounding cybersecurity more challenging than 
ever, Ingram Micro can help you be a profitable and highly trusted security advisor. Over the past 15 years, 
we’ve built an award-winning, multibillion-dollar security practice, serving thousands of solution providers. 
With hundreds of dedicated associates and a world-class portfolio of leading and emerging security 
solutions and services, we can help you solve your customers’ cybersecurity challenges. 

Ingram Micro Security: professional services, security services and solutions

• 50+ security vendors and hundreds of solutions
• Ingram Micro technology playbooks and services offerings (PTE, digital transformation, IoT, security)
• Ingram Micro vendor-specific operations and enablement resources and programs
• Ingram Micro Professional & Training Services—contact brad.banas@ingrammicro.com
• Ingram Micro Security general information—contact cybersecurity@ingrammicro.com

Security assessments

Ingram Micro has the expertise to help you build out your security practice.

 » Network penetration test assessment
 » Web application vulnerability assessment
 » Social engineering test assessment and services
 » Vulnerability scanning and remediation recommendations 
 » Wireless LAN penetration test
 » Cisco ASA FirePOWER network threat assessment
 » Security firewall audit
 » Critical security controls assessment 
 » SIEM security health check
 » Enterprise security assessment
 » SCADA assessments
 » Onsite physical security penetration testing
 » Onsite security vulnerability assessment

Managed security services 

• 24/7 security monitoring and alerting
• Top-down view of your security operations through in-depth reporting and analysis
• Monitoring and management of security infrastructure and systems 
• Managed firewall, intrusion detection, vulnerability scanning and endpoint management services 
• Security operation centers providing 24/7 threat intelligence
• Security device management
• Patch management—an automated service for patching OS and third-party applications
• Initial incident response
• Unified threat management (UTM)—including IDS (intrusion detection system) and IPS (intrusion 

prevention system)

http://www.securitylinecard.com
https://www.flipsnack.com/ingrammicropts/
https://usa.ingrammicro.com/c/solution-security-services-home.aspx
https://s3.amazonaws.com/Professional_Services/2018Playbook/IMExpert-PenTest-DS-NorthAmerica.pdf
https://s3.amazonaws.com/Professional_Services/2018Playbook/IMExpert-WebVulnerabilityAssess-NorthAmerica.pdf
https://s3.amazonaws.com/Professional_Services/2018Playbook/IMExpert-Social-Engineering-Assessment-NorthAmerica.pdf
https://s3.amazonaws.com/Professional_Services/2018Playbook/IMExpert-FirePOWER-Security-AssessmentNorthAmerica.pdf
https://s3.amazonaws.com/Professional_Services/2018Playbook/IMExpert-CSCNorthAmerica.pdf


• Managed SIEM (security information and event management)/SOC as a service—for ProVision by 
Foresite, IBM QRadar, ArcticWolf Networks, Binary Defense, Digital Hands and RSA Analytics

• Advanced threat defense (ATD)—supported vendors are Fidelis and FireEye
• Endpoint detection and response (EDR)—supported vendors are Cisco AMP for Endpoints and 

Carbon Black

Security compliance and compliance framework services (governance services)

• HIPAA (Health Insurance Portability and Accountability Act)
• PCI DSS (Payment Card Industry Data Security Standard)/QSA (Qualified Security Assessor) services
• SOX (Sarbanes-Oxley)
• GLBA (Gramm-Leach-Bliley Act)
• GDPR (General Data Protection Regulation) 
• NIST (National Institute of Standards and Technology)
• DFARS (Defense Federal Acquisition Regulation Supplement)
• ISO/IEC 27000 (International Standards Organization)
• COBIT (Control Objectives for Information and Related Technologies)
• HITRUST (Health Information Trust Alliance)
• SOC 2
• CJIS (Criminal Justice Information Services)
• PIPEDA (Personal Information Protection and Electronic Documents Act; Canadian federal privacy 

law for private sector organizations)
• FFIEC (Federal Financial Institutions Examination Council)
• Individual state requirements 

Security audits

• Red team engagement: Assessments are performed to mimic actions of an actual attacker.
• Cloud security services
• Application security services
• Security services—for hardware and software solutions from a broad range of vendors
• Physical security—for security camera and access control
• Training services—including ERMProtect, Cybersafe security training and vendor certification training
• GRAD program 
• CISOaaS and vCISO
• IT asset disposition (ITAD) 
• National deployment services
• IT staffing services—including direct hire placement and contract labor services

Questions? Contact your Ingram Micro Security Team at cybersecurity@ingrammicro.com 
and visit us at https://imaginenext.ingrammicro.com/security.
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https://s3.amazonaws.com/Professional_Services/Cloud+Security+Services.pdf
https://s3.amazonaws.com/Professional_Services/Data+and+Application+Security+Services.pdf
http://www.securitylinecard.info/
https://www.ingrammicrotraining.com/Home/Programs/GRAD-Program.aspx
https://s3.amazonaws.com/Professional_Services/IMProServices-CISOaaS.pdf
https://usa.ingrammicro.com/c/itad.aspx
https://s3.amazonaws.com/Professional_Services/IMProServices-DeploymentSvs-QA.pdf
https://s3.amazonaws.com/Professional_Services/IMProServices-Staffing-NorthAmerica.pdf
https://imaginenext.ingrammicro.com/security

